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Executive Summary

This document describes the Internationa Trade Adminigtrations's (ITA) srategy for usng information
technology (IT) to streamline business processes and improve ddivery of ITA products and servicesto
the American public. The plan addresses I T resources and related management activities for afive
year period (FY 2000 - 2004). It was developed by ITA’s Office of Information Resources
Management (OIRM) in cooperation with the leading ITA information technology managers and key
planning, budget, and program staff. Thisyear’s plan updates the plan submitted in February 1999.
ITA has recently began anew round of program planning as part of the Department’ s activity to update
the Commerce Strategic Plan. If this process resultsin mgor changesto ITA’sIT investment plans,
those changes will be reflected in an update to this document, or incorporated in ITA’s Operationa
Information Technology Plan, which will be submitted in June 2000.
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| ntroduction

This document describes ITA's srategy for using information technology (1T) to streamline business
processes and improve the ddivery of ITA products and services to the American public. It focuses on
the most significant issues confronting the creation of our vison of an eectronic globd trade information
environmen.

Pur pose of the Plan

The plan is designed to serve as aroad map to guide ITA’s efforts to strategicaly apply information
technology to improve organizationa performance. It explains our objectivesin theform of an IT
vison, and then lays out our Strategies and plansfor achieving it. Potentid obstacles that confront us
are described, dong with plans to manage them. The plan dso includes areport on progress to date.
This document provides the context for more detailed operationa 1T planning, and complements ITA's
other annud planning activities and documents such as the Operationd Information Technology Plan,
the Government Performance and Results Act (GPRA) Annua Performance Plan, the Information
Collection Budget (ICB), and the ITA budget.

Scope of the Plan

This plan addresses I T resources and related management activities for afive year period, from FY
2000 through FY 2004. IT resources are the tangible and intangible assets involved in developing and
operating technology-based infrastructure and application sysems. This plan only focuses on
information management issues with respect to their IT implications. For asummary of ITA information
management dtrategies, see Appendix A.

Structure of the Plan

The format of the plan is generdly consstent with that suggested by the Department and is divided
accordingly into the following sections:

I ntroduction

Describes the purpose served by the plan, the structure of the plan, and the process
used to develop it.

| TA Mission, Organization, and Business Processes

Presents ITA misson gods, organizationd dructure, and fundamenta business
processes.
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Overviewof ITinITA

Articulates the ITA vison for information technology’ s contribution to misson
performance, lists our major 1T investments, and identifies how they support key ITA
business processes as well as Secretarid initiatives. It dso explains how we are
organized to manage I T.

Goals
Outlines the gods that we use to guide the efforts to redize our I'T vison.
Planning Assumptions

| dentifies key assumptions regarding ITA misson activities and theinterna and externa
IT environment.

| ssues, Strategies and Action Plans

Describes the mogt significant issues involved in achieving our gods, explains the
drategies for addressing them, and identifies actions we will take during the next twelve
months.

Summary of Key Activities

Explains ITA’s progress and plans related to Departmenta 1T priorities and initiatives,
and interndl 1T management improvement efforts.

I T Investment Portfolio Synopsis

Provides a sngpshot of each mgor IT investment in our portfolio, summarizing its satus
aong with FY 2000-2004 financia and performance measure data.

Planning Process

This plan was developed by ITA’s Office of Information Resources Management (OIRM) in
cooperation with the leading I TA information technology managers and key planning, budget, and
program staff. Coordination, review, and input were provided by ITA’s Information Technology
Management Council (ITMC), which servesin an advisory role to the Director of OIRM in regard to
organization-wide or cross-cutting I'T management issues and activities. The process used to develop
this plan is based on traditiona strategic planning procedures and conssts of the following steps:
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1 Identify the IT vison and supporting goas - describe the ided state of 1T and identify
the goals that accompany it.

2. Assess the current Situation - andyze the strengths and weaknesses of ITA'sinterna
environment, and eva uate threats and opportunities ariang from externd factors.

3. |dentify strategic issues - describe the fundamental questions or challenges that pose
obstaclesto achieving the IT vison and gods.

4, Formulate strategies - devel op the generd policies, approaches, or programs to be
used to achieve the god's and address the strategic issues.

5. Develop action plans - specify the detailed actions to be taken to implement the
Strategies.

| TA Mission, Organization and Business Pr ocesses

Mission

ITA’smissont isto help U.S. companies sall products and sarvices abroad in support of U.S. jobs at
home. ITA hasfour mgor gods.

Enforce U.S. trade laws and agreements to promote free and fair trade - by effectively
administering U.S. trade laws and by taking prompt, aggressive action againgt unfair trade
practices, and by ensuring that U.S. companies get the full benefit of agreements that other
countries have sgned with the United States.

I ncrease the number of small business exporters - by delivering a comprehensive set of
trade promotion products and services designed to stimulate the engagement and growth of
Smadl and Medium Sized Enterprises (SMIES) in exporting.

I mplement the President’s National Export Strategy - by leading the interagency Trade
Policy Coordination Committee (TPCC) in implementing the President’ s mandate to
“greamline, smplify and better focus U.S. trade and export programs.”

Strengthen and institutionalize our trade promotion and advocacy efforts- by
enhancing our field resources, eectronic links, and product lines supporting promotion activities
and improving the qudity of the services provided by the Advocacy Center in helping U.S.
firmswin bids for projects and commerciad transactionsin foreign markets.

IANITA task forceisformulati ng a new mission statement as part of the FY 2000 strategic planning
process. The mission descriptionsin this document are based on the current ITA mission statement.

3



Strategic Information Technology Plan International Trade Administration

Organization

ITA isheaded by the Under Secretary for International Trade, who oversees a 2,400-member
workforce and the operations of four principd units:

The U.S. and Foreign Commercial Service (US&FCS), which delivers export assstance
through products and servicesto U.S. firmsin 105 domestic locations and 135 oversess posts
worldwide;

Trade Development (TD), which provides sector-based information and analysisto U.S.
exporters and policy makers and operates the Trade Information Center (T1C) which provides
export assistance viathe 1-800-USA-TRADE hotline

Market Access and Compliance (MAC), which works to expand access to overseas
markets for U.S. goods and services, informs American business of its rights and benefits under
exidting trade agreements, and monitors foreign compliance with U.S. bilatera and mulltilateral
agreements, and

I mport Administration (1 A), which safeguards the American economy from unfairly priced
imports, through adminigtration of U.S. trade laws.

Business Processes
ITA business processes fal under three broad categories. Trade Promotion, Trade Law Enforcement,

and Trade Policy. Each of these categories and the processes comprising them are summarized briefly
in the table on the following page.
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I TA Business Processes

Business Ar ea/Pr ocess

Purpose

Trade Promotion

Assist U.S. firmsin selling their products and servicesin
international markets

Business Counseling

Provide specialized advice to companies seeking to enter
new markets or expand their exporting activities

Trade Events Help U.S. exporters showcase their products and services
to potential overseas buyers
Advocacy Intervene on behalf of U.S. firms encountering difficulty

winning major projects abroad

Trade Law Enfor cement

Promote free and fair trade practices

Agreements Compliance

Ensure that foreign countries abide by agreements
executed with the U.S.

Antidumping/Countervailing
Duties

Remedy unfair trading practicesinjuriousto U.S.
industries

Trade Policy

Support U.S. Government effortsto maintain a
framework for international trade that supports U.S.
economic and security interests

Policy/Strategy Formulation
and Implementation

Conduct analysis and research necessary to support new
and on-going policy initiatives, and support the
negotiation and implementation of international trade
agreements

Overviewof ITINITA

ITA Visonfor IT

The Adminigration’s Nationd Performance Review (NPR) articulated avison for IT asthe great
enabler of reinvention, and as a means for creating a government that works better and costsless. IT
introduces the possibility of “dectronic government,” where technology streamlines government
business processes and improves the delivery of government services to the American public. I1TA has
embraced this vison and interpretsit as follows:

ITAwill lead federal agency effortsto increase U.S. exports and enforce U.S.
trade laws by using modern technology to build an electronic global trade
information environment that continually increases our ability to collaborate with
our partners and stakeholders, and deliver products and services to our clients.
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Major IT Investments

ITA spends gpproximately $22 million annualy on information technology assets and services. The
maority of our expenditures (81%) are for genera-purpose IT infrastructure: networks, computers,
software, and systems that enable ITA employeesto perform their routine daily activities. Mot of the
remainder, averaging $4 million annualy (18%), funds the development, modernization, and operetion
of our mgjor gpplication systems. These sysems are:

Financial Management System - the ITA accounting system and other related systems
which support ITA financid management activities.

Client Management System (CMYS) - which assssITA trade specidists in managing their
client-related activities.

Trade Policy Information System (TPI'S) - which provides the U.S. Government trade
community with time-series trade data and the andytical capabilities for conducting trade policy
andysis and research.

Message Processing System (MPS) - which distributes State Department cables for the
Department of Commerce.

ITA spends the remaining portion of its IT funds (just under $300K annudly, or dightly more than 1%
of overdl IT expenditures) on ITA-wide IT architecture and planning activities.

A summary of our projected average spending for these items for the next five years is shown on the
next page?.

Thefinancial data on which thisis based isincluded asAppendix B.

6
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Major IT Investments (FY 2000-2004)

5-year Average
IT Investment Category
($K) Per cent
Infrastructure 18,154
Subtotal 18,154 81%
Systems
Financial Management System 2,559
Client Management System (CMS) 173
Trade Policy Information System (TPIS) 618
M essage Processing System (M PS) 768
Subtotal 4,118 18%
IT Architectureand Planning 292
Subtotal 292 1%
Grand Total 22,564 100%

| T Support for ITA Business Processes

Thetable beow links ITA’smgor IT investments to the business processes that they support. Thetwo
symbolsusad in the ITA invesment columns indicate the reletive contribution of the IT component to
the business process. A black circle (1) indicates a strong contribution to the business process, ether
in terms of importance or frequency of use. An open circle (**) indicates support for the business
process, but in a secondary way. Infrastructure, which is managed as an integrated program called
Total Network Competibility (TNC), is shown as supporting al business processes, because it (1)
provides the day-to-day tools for document preparation, information sharing and computation that
support al program activities, and (2) serves as the technical platform for hosting or accessng misson
and adminigtrative systems that support specific business processes. The other I T investment
supporting al business processesis the Message Processing System (MPS). Virtudly every ITA office
isarecipient of State Department cables, and depends on them as a routine source of information.
Following the table, the contribution of our IT infrasiructure and systems to each business arealis
described in more detall.
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IT Support for ITA Business Processes

IT Investment
< Mission Adminigtrative
1) stems stems
Business Activity/Process 22 ¥ ¥
7= . .
T~ Financia
€ |
- CMS TRIS M gmt MPS
System
Trade Promation
Business Counseling é é F
Trade Events é 3 é
Advocacy S F
Trade Law Enforcement
Agreements Compliance é
Antidumping/Countervailing é
Duties
Trade Policy
Policy/Strategy Formulation and é é F
Implementation
Management and Administration
Financial Management é é F

Key: & Strong Support, F Secondary Support

As the table above shows, each of our mgor IT investments supports multiple business processes, and
in severa ingtances supports business processes in more than one of our three mgjor business activity
groupings. Thisisreflective of the ITA organization, which isamatrix arrangement where regiond
gpeciaists (country desk officers), industry experts, and trade specidists at our overseas posts and
domestic U.S. offices often work as ateam on specific trade issues. In the paragraphs below, therole
that IT playsin supporting each of our magor business activitiesisillustrated.

Trade Promation

An essentid part of our trade promotion activity is providing information to potentia exporters
and web publishing is our primary dissemination vehicle. ITA hasabroad aray of webstes
that provide awedlth of information to our clients viathe Internet. These websites represent all
of our domestic and foreign fidd offices as well as each mgor ITA program and organization.
All of the Stes are integrated into a unified web presence viathe ITA home page
(www.itadoc.gov). Our eectronic information dissemination activity complements the one-on-

8
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one business counseling performed by trade specidigtsin our fidd offices and by the staff of the
Trade Information Center (TIC), our national exporter hotline service.

The Client Management System (CM ) is the primary business process tool used by our field
trade pecidists to manage dl of their activity with clients. It asssts each trade specidist in
tracking the products and services they provide to exporters, including the involvement of their
clientsin trade events sponsored by ITA. Since these events are fee-based, ITA financia
systems provide the support necessary to ensure appropriate collection and processing of trade
event funds.

ITA’SIT infrastructure dso provides a platform for awide variety of smal sysemsand
databases that support the activities of ITA offices and organizations. The Advocacy Center
project database is one such example. It provides a centra repository of information regarding
the status of individua caseswhere ITA isasssting U.S. companies to win mgor contracts
oversess.

Trade L aw Enforcement

Our trade law enforcement activities depend dmost solely on our infrastructure for IT support.
It provides both information dissemination and computationa capabilities that are vitd to this
business process. ITA isusng the web to make information regarding internationd agreements
availableto U.S. exporters. Thisinformation asssts U.S. companies that may be having
difficulty in international markets to become aware of the rights they have as part of trade
agreements the U.S. has signed with other countries. ITA aso usesthe web to make
information available to the public on the Satus of itsinvestigations and reviews of potentia
violations of U.S. import (antidumping and countervailing duty) laws by foreign companies. In
performing these investigations and determinations, I TA depends heavily on infrastructure
capabilitiesto (1) perform satistical andysis of foreign firm saes transactions, (2) develop,
maintain, and archive dl the legad documents associated with each case, and (3) monitor the
datus of dl the work products and adminigtretive deadlines involved in case processing.

Trade Palicy

The Trade Policy Information System (TPIS) is an important source of information and
andytica capability used by ITA and other federal agencies to assess the impact of
developments in the international marketplace on U.S. economic security. It contains detailed
higtorica U.S. and foreign merchandise trade satistics in atime-seriesformat. TPISis used by
anadysts and policy makers to assess the potentid effect of proposed trade policies, formulate
drategies for addressing internationd trade practices injuriousto U.S. interests, and study the
long-term effectiveness of U.S. trade agreements and policy. Our IT infrastructure also
provides the day-to-day tools to support staff involved in trade policy work. It provides
datigtica capability for processing data from sources such as TPI'S, furnishes an environment to
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house the data and documents associated with various trade policies and agreements, and
supports information sharing activities critica to the policy formulation process.

M anagement and Administration

ITA operates only one mgor adminidrative system, the Message Processing System (MPS).
Beyond that, and with the exception of the Financiad Management System, which is outsourced
to the Department of Interior (DOI), ITA depends on Departmental systems to support
activities such as human resources management, payroll processing, and property inventory®.
However, our network infrastructure serves as the means for accessing these systems, and is
therefore consdered criticd to the effective operation of our administrative processes. It adso
hosts some of our smaller adminigrative systems (e.g. the Controlled Correspondence System)
and provides an eectronic forms capability for producing standard federal, Commerce and ITA
forms

IT Management Responsibilities

Responghility and resources for I T are digtributed throughout ITA in line with organizationa and
business process respongbilities. The Office of Information Resources Management (OIRM) carries
out the respongbilities of the Chief Information Officer (CIO) for ITA, providing leadership and
oversght for IT management throughout the organization. In thisrole, OIRM directs ITA-wide
drategic, operationd and architecturd I'T planning activities and the I'T capitd planning and investment
management process. OIRM aso overseesthe ITA-wide infrastructure program (TNC), operates the
Message Processing System (MPS), manages the shared I T infrastructure activities of each of the
magor ITA busness units (with the exception of US& FCS), and administers the network that supports
the Office of the Under Secretary and Administration.

Each mgor line organization is respongble for planning, funding, and operating I T resources required to
support the activities of itsunits. Cross-cutting I T resources are either managed on a cooperdtive basis
between line organizations, delegated to alead organization, or handlied by OIRM. The Information
Technology Management Council (ITMC), consisting of representatives of each line organization and
chaired by the Director of OIRM, is the primary vehicle for addressing enterprise-wide I T management
issues and coordinating ITA-wide I T decison-making.

3ITA will be converti ng to a DOI-based property system during FY 2000.

10
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Goals

ITA has established severd goasto guide usin redizing our IT vison. These gods, shown in thetable
below, correspond to two important aspects of I'T: how we manage and what we manage. We have
established agod for management that recognizes our need to adopt new Strategies and techniques, in
line with federa policy mandates and “best practices’ literature, and we have set separate gods for our
infragtructure and system resources, in recognition of their unique importance and distinct
characterigtics.

IT Goals

IT Management & Increase our ability to derive business value from IT investments

IT Infrastructure & Maintain an IT infrastructure that is interoperable, technologically

current, and secure
& ProvideIT infrastructure support services that satisfy customers

IT Systems & Deploy systems that improve ITA mission performance

Our IT management god states our intention to improve in the competencies required to promote the
maximum return from our I T investments. With the globa scope of our IT environment, the rgpid
change in technology, shifting program requirements, and increasing customer expectations, we must
continualy hone our skills to regp the maximum benefit from our infrastructure and system investments.
Thegod of IT management excelence aso forms the foundation for achieving the other three goas that
address our two core technology investments: IT infrastructure and systems.

Thetwo IT infrastructure goa's highlight the premium we place on thisresource. Infrastructure is of
critical importanceto ITA because it provides:

I aglobd dectronic mal system and information sharing capailities that are key to
organization-wide communication;

the technology framework and platform for dl of our mgor systems;

the basic tools to perform fundamental 1TA business processes, and

a codt-effective information dissemination capability that supports our externd and
customer-based product and service ddlivery processes.

Our IT sysems god indicates our commitment to deploy systems that have sgnificant impact on ITA
mission performance. Strategic use of IT will enable ITA to develop innovative products and services,
aswell asimprove exising ones, I T should aso dlow us to become more efficient in creating and
ddivering products and services.

1
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Planning Assumptions

Misson Assumptions
I No fundamenta changesto ITA’s core business processes within the next 12 months.
I Resourceswill remain relatively sable.

1 Cudomersof ITA’sinformation dissemination activities will expect our web-based services
to offer features comparable to commercial web Stes.

T Assumptions
1 Pressures driving change will continue:
*  Adminigration and Department initiatives promoting “ eectronic government”
Legidation and policy mandates to adopt I T management “best practices’
Rapid evolution of products and servicesin the IT marketplace, especidly oriented

toward the Internet and dectronic commerce

I IT infragtructure will remain ITA’s primary investment (versus application sysems).

| ssues, Strategies, and Action Plans

The goasthat ITA has established to support the redization of our IT vison are ambitious. The
chdlengesinvolved in achieving these gods are characterized in the paragraphs that follow as “issues’,
i.e., fundamenta questions that pose obstacles to achieving our stated objectives. These issues were
identified based on an andlysis of ITA’sinternd 1T strengths and weaknesses and an assessment of
externd threats and opportunities. Theissuesrelated to each of our goals are presented, and strategies
for addressing the issues are discussed.

IT Management

The last severa years have been atime of sgnificant change for federa 1T management policies
Adminidration initiatives such as the Nationa Performance Review (NPR) coupled with legidation such
as the Government Performance and Results Act (GPRA) and acquisition streamlining are driving
federal agenciesto overhaul the way they plan, acquire, and manage I T resources. The scope and
impact of management reforms is unprecedented in recent times. Responding to changes of this
magnitude is chalenging, particularly at atime when the federd IT workforceisfacing alabor shortage.
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ITA’s srategies for deding with these chdlengesinvolve leveraging the experience of others, selectively
implementing and improving key processes, and appointing a Chief Information Officer (Cl1O).

IT Management Issuesand Strategies

I ssues Strategies

Responding to IT Management I mprovement Mandates

Learn from Others

Implement Selected Best Practices Tailored to ITA
Strengthen Planning Processes

Appoint aChief Information Officer (CIO)

Addressing I T Workforce Recruitment and Retention I Rely on and Participate in Government-wide and

Departmental Solutions

Responding to I T M anagement | mprovement Mandates

Successful management of complex and rapidly-changing information technology has long been
achallenge for the federal government. Many factors seem to conspire to make the task
difficult. Inan effort to correct the problem, centra management agencies, oversight bodies,
and legidative committees have commissioned research, conducted audits, and published
findings, contributing to a growing body of knowledge about how to do IT “right”. Recent
legidation has also incorporated key management concepts and approaches into federd I T
policy. Implementing these policy mandates is chalenging for severa reasons.

New processes are resource-intensive

Methodologies being promoted for IT capita planning and investment management,
architecture planning, and security management involve more sophisticated processes and
documentation. Although using these new gpproaches should improve I T managemernt,
implementing and operating these processes will come at a cost. Resources are dready
scarce, and shifting resources to management processes from operational requirements will
be chdlenging.

Good models for organizations comparable to ITA are lacking

Much of the best practice literature and methodologica guidanceis directed at large-scae
system development efforts. The ITA IT portfolio is predominantly infrastructure with a
variety of smal-scde sysems. Documentation on infrastructure-oriented policies and
practices for global organizationslike ITA isdifficult to find.

Success involves more than the IT community

Integrating I T planning with program planning, developing architectures, and evaluating I'T
investments requires significant involvement of program managers. Program managers who

13
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are not attuned to performance measurement and business process
reenginesring/improvement will find engaging in these activities chalenging, and will need to
be convinced of their vaue.

Strategies

Learn from Others

ITA can benefit greatly from leveraging the IT management knowledge
and expertise aready developed by other organizations. Potential sources
of this expertise are other Commerce operating units, other federal
organizations and comparable non-profit and private sector entities.

Implement Selected Best Practices Tailored to ITA

Implementation of best practices can yield substantial payoff for ITA.
However, much of the best practice literature is broad and conceptual and
the mgjority of it focused on mgor systems development. ITA will need to
tailor best practice methodologies to fit our primarily infrastructure
environment and organization capabilities. What may be an excellent
management approach for another organization may not be feasible for us
due to resource limitations, organizationa differences, or other
considerations. The same holds true for the IT management methodologies
being promoted by OMB and others. We see merit in many of the new
approaches (e.g. capita planning, IT architectures, performance
measurement), but few can just be implemented “ off-the-shelf”. Careful
planning is required to match the resources required to implement and
operate each new methodology with the potential gains to be redlized
through its use.

Strengthen Planning Processes

ITA will strengthen IT planning by adopting more formalized processes and
enhanced documentation.

Appoint a Chief Information Officer (CIO)

ITA will establish aforma CIO position and an appropriate CIO
organization, based on guidance issued by the Department.

14
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Action Plan
Strategy Action Schedule (2000)
Learn from Others Conduct two or more site visits of
- March - September

organizations comparableto ITA

Participate on DOC Affinity Groups On-going
Implement Selected IT Capital Planning
Best Practices Tailored

lecti for FY 2002 IT

to ITA Condugt se ec?tlon process for 00 May - June

budget initiatives

Conduct post-implementation review(s) f@r To Be Determined

selected system(s)

IT Architectures
Complete final architecture document May
IT Performance M easur ement

Review and improve infrastructure

measures March - May
Strengthen Planning Integrated I T/Program Planning
Processes

Participate in mission planning activities

(Strategic Plan update, GPRA planning) February - August

IT Security Planning

Update Security Plans to Conform to NIST

800-18 Guidance February - May

Certify and Accredit Systems October - December
AppointaCIO Recrmt.and staff aCIQ po§|t|on and March - September

supporting staff organization

15
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Addressing I T Workforce Recruitment and Retention

Thisiswidely recognized as a Sgnificant issue across the federa government. Although our IT
workforceisrelatively smdl, IT personnd are critical to the effective management of ITA'SIT
resources.

Strategies

Rely on and Participate in Government-wide and Departmental Solutions

ITA islooking to organizations such as OPM, the federd CIO Council, and
the Department, who are better positioned to research and address this
issue. We will actively participate in innovative programs or approaches
where they are applicable to the ITA IT workforce.

Action Plan

Strategy Action Schedule (2000)

Rely on and Participate] Participatein OPM pilot
in Government-wide
and Departmental
Solutions

To Be Determined

IT Infrastructure

Although modernization efforts over the past two years have brought most of ITA’sinfrastructure up to
industry-standard, severa obstacles to achieving agloba world-class infrastructure remain. Thefirgt
issue involves our oversess infrastructure, where we need to obtain bandwidth and Internet access
comparable to our domegtic infrastructure. The other two issues are enterprise-wide: improving our
network security posturein light of increasing use of the Internet, and determining the appropriate
gpproach to ensuring that our infragtructure stays “modern”, which is key to ensuring enterprise-wide

interoperability.
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IT Infrastructure Issuesand Strategies

Issues Strategies

M eeting Bandwidth and Internet Access Requirements 1 Expand Headquarters and Domestic Infrastructure
Capacity
I Seek Innovative Solutions Overseas

Selecting Security Enhancements I Integrateinto Planning Activities

Sustaining an Interoperabl e Infrastructure I Manage Infrastructure as an Integrated Program
I Improve Infrastructure Planning Processes
I Focus on Continual, Incremental Improvement

M eeting Bandwidth and I nter net Access Requirements

The explosive growth of the Internet and the escdating demand for bandwidth-intensive
gpplications (video-conferencing, webcasting, web radio, etc.) are straining the capacity of the
ITA network infrastructure. Our domestic infrastructure, dthough relatively robust, will need to
be expanded in order to keep pace with user demand. Upgrading will primarily be a cost issue.
Oversess, however, addressing these needs will be particularly challenging. Although the on-
ste T infrastructure at overseas posts has been upgraded to industry standard hardware and
software platforms, requirements for increased bandwidth and Internet access have yet to be
fully satisfied. ITA isdependent upon the Department of State (DOS) for overseas
telecommunications services, and the quality and expense of in-country service that DOS can
acquire, dlong with IT security issues, have hampered our ability to address these requirements.
Bandwidth speed and quality islow at anumber of posts, and Internet accessislimited to a
shared stand-aone PC rather than being available at the desktop. Unless the overseas
infrastructure can be upgraded to alevel comparable to ITA’s headquarters and domestic field
infrastructure, enterprise-wide communications and information sharing will suffer, dong with
productivity at overseas Stes. Additional bandwidth is needed to support efficient data transfer
associated with enterprise systems, US& FCS databases, and remote administration of
overseas LANs. Desktop Internet accessis needed to support critical business processes
requiring interaction with internd systems and externd dients.
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Strategies

Expand Headquarters and Domestic | nfrastructure Capacity

Network infrastructure bandwidth capacity must be engineered and
managed to keep pace with growing user demands.

Seek | nnovative Over seas Solutions

At present, bandwidth upgrades are unavailable at some locations due to
lack of in-country infrastructure; at others, service is available, but is
prohibitively expensive. Other solutions will have to be explored.

Action Plan
Strategy Action Schedule (2000)
Seek Innovative Work with State Department and
Solutions commercial providersto identify and test] February - September

alternatives

Expand Headquarters | Review network capacity and performanc

D

and Domestic and incorporate enhancementsinto FY
. . . February - May
Infrastructure Capacity] 2000 capital planning process for
infrastructure

Sdecting Security Enhancements

Increasing use of, and dependence on, the Internet as a routine means for doing business have
increased security vulnerabilities. Options for improving security must be carefully evauated,
due to the globa nature of the ITA infrastructure and the potentia cost and complexity of
implementing and adminigtering additiona system controls.

Strategies

Integrate into Planning Activities

Assessment of requirements, evaluation of aternatives, and implementation
of security enhancements must be integrated into the current planning
process. Selection of appropriate controls must be considered in
conjunction with business requirements, ease of use, costs of
adminigtration, and evolving technology. Security decisions cannot be
made independently from other infrastructure and programmatic decisions.

18



Strategic Information Technology Plan

International Trade Administration

capital planning process for infrastructur

Action Plan
Strategy Action Schedule (2000)
Integrate into Planning| Conduct risk assessments to establish April
Activities baseline for security requirements P
Include security enhancementsin FY 200‘1
May

Sustaining an I nteroperable I nfrastructure

Maintaining adequate compatibility between the many technicd componentsin ITA’swidey
digtributed and dynamic enterpriseis chalenging. However, if the infragtructure in any one part

of ITA deviaestoo far from the rest, problems ensue. With mgor segments of the

infragtructure being owned and operated by ITA condtituent organizations, supporting differing
misson requirements and having varying funding petterns, there are sgnificant organizational
pressures for change that must be managed. Rapid product cycles for popular desktop and
network hardware and software, and the user demand created by them, further complicate the

problem.

Strategies

Manage I nfrastructure as an Integrated Program

IT infrastructure is awidely dispersed resource within ITA. To provide
organization-wide consistency in managing this resource, ITA established
an infrastructure program called Total Network Compatibility (TNC) in
1994. This provides ITA with the flexibility necessary to maintain
organization-wide infrastructure interoperability while allowing for the
diverse business requirements and operating environments (domestic U.S.
and over 78 countries around the globe) of ITA units. This approach was
instituted as a replacement for a more centralized approach that was not
compatible with the genera management structure of ITA and failed to
keep pace with customer requirements and changing technology.

Improve Infrastructure Planning Processes

events.

In ahighly dynamic and integrated environment, it is imperative to structure
an orderly change management process. The process should anticipate
change and provide a means to maintain order during transitional periods.
Doing so will protect against disruptions associated with unanticipated
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Strategies (continued)

Maintain Technological Currency

One of the mgjor chalenges in achieving and preserving infrastructure
quality is maintaining a sufficient degree of integration and competibility
among the technical components and organizational domains that constitute
the ITA enterprise infrastructure. Past efforts to achieve organization-
wide interoperability have typically depended on massive modernization
efforts that “ standardized” significant portions of the environment. These
efforts often took too long to complete. By the end of the project, the
“modernized” technology being installed was obsolete. Approaches that
build in continual renewal and decrease the cycle time for upgrades are
critical to keeping all segments of the environment “in sync”. Keeping the
infrastructure technologically current also enables ITA to take advantage
of the increasing degree of interoperability that is engineered into the latest

generation of products.

Action Plan

Strategy

Action

Schedule (2000)

Manage Infrastructure
as an Integrated
Program

Monitor adoption of, experience with Seal
Management strategies by other federal
agencies and/or Commerce operating unif

On-going

Develop governance process that is

transparent, documented, and based on IT

architecture

June - August

Improve Infrastructure
Planning Processes

Conduct joint (ITA LAN/US&FCS)
infrastructure planning sessions

February - April

Maintain Technologic3
Currency

Develop and implement infrastructure
renewal strategies that decrease cycle tim

3 March - April

for upgrades

IT Systems

ITA believesthat sgnificant srides can be taken in applying IT to improve misson performance. There
is more opportunity now than ever before in terms of the potentia capabilities offered by technology.
However, our ability to tap this potentia requires us to see how these new capabilities can be applied
to specific business processes. If we can make that connection, the systems that we develop and
implement will produce or enable improvementsin ITA’s misson effectiveness and/or operationa

efficdency.
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IT System Issues and Strategies

Issues Strategies

Identifying IT Requirements and Opportunities 1 Capitalize on Program Planning and Architecture
Development Activities

I Promote Business Process Approaches

I Foster Collaborative Efforts

Creating a“Digital Department” 1 ook for Departmental Leadership
I Migrate to Web-Based Solutionsfor ITA Systems

| dentifying I T Requirements and Opportunities

Best practice research indicates that effective IT systems are based on reengineered business
processes. However, program managers are unfamiliar with business process reengineering, or
resistant to funding process improvement or requirements andysis activities. Many assume that
off-the-shef hardware and software will solve any business problem. Without an investment in
business process analysis, requirements for IT are often poorly expressed, and IT solutions are
implemented based on inaccurate assumptions. The problem has been so pronounced that
legidation now mandates that federal agencies implement best practices to improve the
“connection” between their systems efforts and program ddlivery. Thefirst sepinthelT
capitd planning process is establishing the business requirement for I T, or the opportunity for IT
to create new ways of doing business. This step of conceptudizing the application of 1T to
solve abusiness problem is best addressed by IT and program staff working as a team to study
the business process and evauate potentia solutions.

Strategies

Capitalize on Program Planning and Architecture Development Activities

The involvement of IT managersin ITA strategic planning activities offers
the opportunity to engage with program managers regarding the use of IT
to support mission functions. Completion of an IT architecture dso
requires input from program managers regarding business processes and
thelinkageto IT.

Promote Business Process Approaches

Educate program managers about the importance of process improvement
in conjunction with automation efforts.
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Strategies (continued)

Foster Collaborative Efforts

Technology changes so rapidly that it is difficult to keep up with the new
opportunities it offers and to determine the best ways to take advantage of
them. Taking maximum advantage of technology to address business
needs requires the full engagement of both IT and program personnel.
Working together, IT staff (both contractor and government) and program
staff combine technical and business process knowledge to better
determine how to take advantage of emerging I T capabilities to solve
Mission requirements.

Action Plan
Strategy Action Schedule (2000)
Capitalize on Program | Facilitate business process definition as gn
Planning and outcome of the ITA strategic planning February - August
Architecture activity
Development ] ]
Activities Document business process baseline as gart

of IT architecture plan preparation February - May

Promote Business Discuss business process improvement
Process Approaches | with business process owners as part of April - May
Operational IT Plan preparation

Emphasize business process i mprovemen|

asacritical element for FY 2002 IT budge May - June
initiatives
Foster Collaborative Involve IT staff in mission-oriented .
. . . S On-going
Efforts innovation and pilot program activities

Sponsor sessions to discuss I T implicatigns
of cross-organizational business processgs

June - October
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Creating a“ Digital Department”

ITA fully supports the trend toward e ectronic government as expressed by Administration
initiatives such as Access America, legidative mandates like the Government Paperwork
Elimination Act, and now the Secretary’ s Digitd Department initiative. Indeed, ITA has been
taking steps over the last severd years to automate interaction with clients, both for internal and
externd business processes. It should be recognized however, that the mandate for electronic
government has not been specificaly funded and that the resources required to reengineer

busi ness processes to take advantage of technology can be sgnificant. For thisreason, and in
light of the fact that the Department has respongbility for most of the adminidrative systems that
are used across Commerce, ITA will looking primarily to the Department for leadership on
interna business process automation (except for financiad management, where ITA hasits own
system). We will continue migrate to toward web-based misson-related systems as resources

permit.

Strategies

L ook for Departmental L eader ship

Common administrative processes and systems, and cross-cutting issues
and technologies (e.g. digital signatures, Intranet) are best addressed at the
Commerce levd.

Migrate to Web-Based Solutionsfor ITA Systems

As resources permit, incorporate plans to build/buy web-based interfaces
for public-facing systems, and interna systems where web interfaces
would be superior to proprietary client-server architectures.

Action Plan

Strategy Action Schedule (2000)

Look for Departmental | Assess DOC guidance on digital

L eadership signatures/PK 1, Intranet (when published)

Migrate to Web-Based| Trade Policy Information System -
Solutionsfor ITA implement web client
Systems.

January - June

Client Management System - consider wep

: . . To Be Determined
interface in next generation of the system
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Summary of Key Activities

This section briefly describes ITA’s progress and plans related to Departmentd I T priorities and
initiatives, and internd I'T management improvement efforts.

Departmental I T Prioritiesand Initiatives

Clean Financial Statements

In September 1999, ITA subgtantidly completed the replacement of its accounting system. This
was amgor component of an overdl effort to modernize and integrate ITA’ s financid and
adminigtrative management systems and streamline related business processes. Conversion to
the new accounting system aso positions I TA to address our most significant management
chdlenge: complying with the Chief Financid Officer (CFO) Act of 1990. Asaresult of the
converson, and in conjunction with anumber of initiatives undertaken by ITA’sCFO, ITA
expects to recelve an unqudified (clean) audit opinion for the FY 1999 Balance Sheet and the
FY 2000 financid statements.

Digital Department | nitiative

ITA supports the concept of using e ectronic (paperless) methods as a means to streamline
internal and externa business processes. We have been moving in that direction for sometime
now and wel come the Department’ s leedership in addressng Commerce-wide adminigtrative
systems and processes. ITA has recently migrated to a new accounting system that has web-
based interfaces for various reporting functions. This new system gives users more timely
access to financid data and diminates a Sgnificant amount of paper. Plans are underway
permit transactions to be entered at the point of origin and routed eectronicaly for approvals.
Since we use Departmental systems for our human resources functions, we are looking to the
Department for new developmentsin these aress.

The web is becoming our primary means for interacting with the public, and in that areawe are
looking at the possihility of adding capabiilities to our web Stes to dlow customization of
information producty/services for individud users. TPIS, our only mgor system that has an
externa interface (it supports users in other Government agencies, not the generd public) is
being enhanced to include aweb interface. We are dso considering aweb interface for CMS,
where we are looking at the potential for a browser being the client interface in afuture release
of the system. The MPS, our classfied system that receives and distributes State Department
cables, has no requirement for aweb interface.

We are interested in devel oping intranet/extranet-based applications, workflow, and eectronic

filing systems, and see digital signatures and public key encryption as requirements. We are
awaiting further developments and guidance from the Department on thisissue.
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| T Affinity Groups

ITA iscurrently represented in Sx of the IT Affinity Groups chartered by the Department’s
CIO to address Commerce-wide IT issues. ITA hastwo representatives on the Architecture
and Electronic Systems and Forms groups, and one member on each of the Webmagters,
Office Software, Electronic Messaging, and IT Handbook groups. As resources permit, we
anticipate becoming involved in additiona groups.

ITA IT Management | mprovement Activities

| T Architecture

Our firgt year implementation of IT architecture asa*“best practice” culminated in the
submission of a draft architecture document to the Department’s IT Architecture Affinity Group
in October. OIRM has dso provided two staff members as participantsin this group, which
developed architecture guidance for the Department and is reviewing the documents submitted
by the operating units. We expect to complete ITA’sfirg “find” architecture document on
schedule in May of thisyear. Development of the architecture will be integrated with FY 2000
IT planning activities whenever possble. The Operationd IT Plan will document the migration
plan where any sgnificant architectura changes are required.

| T Capital Planning

Last Spring, the IT Management Council (ITMC) reviewed and ranked ITA’scomplete I T
portfolio (including FY 2001 budget increases) and submitted justification packages (Raines
Rules) as requested by the Department’s CIO. The ITMC also conducted itsfirst
implementation phase review for amaor system, examining mid-course progress in the
converson of the ITA Financid Management System. The IT Capitd Planning Sdlf-
Assessment conducted last February did not revea any mgjor deficiencies with our process.
However, potentia adjustments being considered for this year’s process are: (1) developing a
separate scoring methodology for infrastructure and gpplication systems; and (2) considering
applying the process to major infrastructure upgrades, regardless of whether they are part of a
budget proposal.

I T Security

During the last quarter of 1999, we submitted security plans and risk assessments for two of
our classfied systems to the Department for accreditation, and updated the security plan for
Client Management System. Plans are underway to update the security plansfor the five
remaining systems so as to be compliant with the NIST SP 800-18 guidance by May, 2000.
Our current target is December, 2000 for completing al the ectivities leading to
certification/accreditation for our unclassified systems.
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ITA does not have any systems that meet the criteriafor inclusion in the Department’ s Critica
Infrastructure Protection (CIP) Program. However, we are considering adapting the CIP
vulnerability assessment methodology to use in conducting risk assessments for ITA systems.

| T Workforce Recruitment, Training and Retention

ITA has no sgnificant initiatives underway in this areaand is looking to the Department and the
experience of other Federa agenciesfor guidance. We plan to participate in Departmentd
initictives as gppropriate. Thetotal number of Government IT professondsin ITA isrdatively
smd| (approximately 45 individuds, the mgjority of whom are involved in management or
oversght of activities associated with I T infrastructure). Most of the I'T work associated with
system devel opment, network administration and operations, and user support, is performed by
contractors. Theratio of Government IT staff to contractor averages around 1-to-2.5. Since
we depend S0 heavily on outsourcing, much of the burden for retaining and training I T staff that
support ITA activities actualy falsto our contractors. The adminigrative organization in ITA
has recently initiated an Individual Development Plan (IDP) program, o I T training needs for
centrd I'T management and planning saff (those involved in performing CIO management
functions) will be addressed through this vehicle. For the remainder of the IT workforce,
classes available through commercia vendors and Government sources are the primary means
of training. Higoricaly, turnover of Government I T staff has been rlatively low; however, as
the workforce ages, retention and replacement is becoming more of an issue.

Establishing a Cl O Podition and Organization

ITA addressed the ClO issue during this past year by proposing aFY 2001 budget initiative
that included a ClO position, with staff and contract resources. The request was subsequently
denied by OMB.

ITA senior management participated on the Department’s CIO “tiger team”, Studying the issue
of what IT resources should fall under the direct control of each operating unit CIO. ITA is
awaiting the release of the Department guidance on operating unit CIO organizations before
proceeding further.

| T Investment Portfolio Synopsis

ITA has adopted the portfolio paradigm for managing I'T investments. The sections that follow describe
the mgor eements of our current portfolio, which conssts of five mgor investments. onefor IT
infrastructure and four for gpplication syslems. Changes to our portfolio since last year’ s plan are dso
identified.
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I T Infrastructure I nvestments

The Total Network Compatibility (TNC) program has proven to be a successful management strategy
for guiding the development and use of our infrastructure assets. Over the past severa years, mgjor
modernization effortsin our headquarters and field (both domestic and international) have been
undertaken and have resulted in aworld-wide network and messaging system. Primary challenges for
the future will concern sustaining the interoperability of the infrastructure, continua modernization, and

meeting customer requirements.

Financial Summary

(3K)
FY 2000 | FY 2001 | FY 2002 | FY 2003 | FY 2004
14,625 15,024 15,500 16,000 16,500
Performance Measures

Measure FY 2000 FY 2001 | FY 2002 FY 2003 | FY 2004
Technological Currency (%)
Hardware* 75% 75% 80% 80% 80%
Software? 95% 95% 95% 95% 95%
Notes:

(1) Hardware is considered current if it is (a) within one year of general market
availability or (b) within one generation of the current product, and
support/replacement parts are still available. Three years is the estimated
system life for most hardware.

(2) Software is considered current if it is within one major revision of the current

release.
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|T System | nvestments

The investments described in this section represent ITA maor gpplication systems that support both
adminigrative and program activities.

Financial M anagement System

ITA has recently replaced its accounting system as part of an overdl effort to modernize and
integrate ITA’sfinancia and adminigrative management systems and streamline related
business processes. Outsourcing to the Department of the Interior (DOI) was identified as the
best overal solution for meeting ITA’sfinancia systems services needs. DOI’s Nationd
Business Center (NBC) operates as a federdly-authorized franchise center providing financia
sarvices to 15 other federd agencies (including Commerce' s Patent and Trademark Office).
The NBC purchased and operates the Federal Financid System (FFS), a system developed by
American Management Systems. ITA entered into an agreement with the NBC and has
converted to FFS. NOAA disbursements were transferred to DOI on April 1, 1999 and, with
the exception of some property accounting functions supported by the Nationa Finance Center
(NFC), dl other functions were transferred during August and September 1999. Plans are
being made to transtion from NFC to DOI’ s property system during FY 2000.

Financial Summary

($K)
FY 2000 | FY 2001 | FY 2002 | FY 2003 | FY 2004
2,795 2,500 2,500 2,500 2,500

Note: Costs are for operations, maintenance, and minor enhancements.

Performance Measures

Measure FY 2000 FY 2001 FY 2002 FY 2003 FY 2004
Next Day Reporting Capability and the 100% 100% 100% 100% 100%
ability to generate reports as needed.
Meeting established servicing levels on 100% 100% 100% 100% 100%
payments.
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Client Management System (CMS)

CM S was developed by the US& FCS to assist trade speciaistsin the domestic Export
Assigtance Centers (EACs) in servicing their clients. The system’s scope of operations has
since been has been expanded to US& FCS' headquarters and internationa sites. CMS, a
Lotus Notes application, includes both client tracking and management reporting capabilities.
Any sgnificant contacts with a client are recorded in the system, including arecord of al
products and/or services provided. Each client is uniquely identified, and any US& FCS daff
member is able to easily access the database and review the complete history of client contacts.
The data collected is a key component of ITA’s performance measurement strategy.

Financial Summary
(3K)

FY 2000 | FY 2001 | FY 2002 | FY 2003 | FY 2004
170 172 175 175 175

Note: Costs are for operations, maintenance, and minor enhancements.

Performance Measures

Measure FY 2000 FY 2001 FY 2002 FY 2003 FY 2004
Implement System Worldwide 100%
Develop and Deploy Enhancements 20% 40% 60% 80% 100%
Expand Information Collection from 40% 60% 80% 100% 100%
Clients

Trade Palicy | nformation System (TPIS)

TPISis currently being updated with a more efficient Windows Interface, a new World Wide
Web Interface, and enhanced server-side retrieval software. TPIS has added a second
database server, running Windows NT, and isin the process of upgrading the origina UNIX
production server with new hardware and database software. TPIS continues to run Oracle as
the primary database manager on both the Windows NT and the UNIX platforms. On-going
maintenance and enhancements are being handled by the in-house support staff.
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Financial Summary

(3K)
FY 2000 | FY 2001 | FY 2002 | FY 2003 | FY 2004
571 5H 623 652 652

Note: Costs are for operations, maintenance, and minor enhancements.

Performance Measures

Measure FY 2000 FY 2001 FY 2002 FY 2003 | FY 2004
Number of Users 175 250 300 300 300
Number of Lines of Output (Millions) 12 15 18 22 25
Number of Data Requests 11,000 14,000 17,000 20,000 | 23,000

M essage Processing System (M PS)

ITA operates the MPS as the Commerce-wide system for distributing State Department

cables. No significant changesin user demand or system requirements are envisioned for the

next severa years. The MPS isaproprietary system developed by Xerox Corporation.
Although ITA operates the system, we depend on Xerox for system maintenance and

enhancements.
Financial Summary
($K)
FY 2000 | FY 2001 | FY 2002 | FY 2003 | FY 2004
838 750 750 750 750

Note: Costs are for operations, maintenance, and minor enhancements.

Performance Measures

Measure FY 2000 FY 2001 FY 2002 FY 2003 FY 2004
Messages Distributed 47% 56% 61% 65% 69%
Electronically (vs. Hardcopy)
E-Mail 32% 38% 40% 42% 44%
Diskette 15% 18% 21% 23% 25%
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I T Investment Portfolio Changes

Severd proposas for new investments that appeared in last year’ s plan have been dropped. Three of
these were FY 2001 budget initiatives for which OMB provided no funding:

US&FCS Virtud Trade Show Initiative ($3.03M)
US&FCSIT Infragtructure Initiative ($6.45M)
AD/CVD Document Management Automation ($1.09M)

A fourth investment, originaly proposed asaFY 2000 budget increase, was dropped when funding
was not included in the FY 2000 gppropriation:

Tariff Quick-Service Program ($0.5M)

Proposals for FY 2002 I T-related budget initiatives have not yet been formulated.
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Appendix A

I nformation Management |ssuesand Strategies

Although information technology is well-understood as an organizationd ass4, it is redly “knowledge’
that is the key to any organization's effectiveness. That knowledge is contained in the people of the
organization, who use information acquired, processed, andyzed, stored and distributed by the
organization’s 1T systems and infrastructure. ITA recognizes information as a resource to be managed,
and digtinct from the tangible (buildings, computers, telephones) and intellectud (people) assets of the
organization. The table below summarizes ITA drategies for deding with various information
management issues that have arisen from Adminigration initiatives and federa information management
policy mandates.

Information M anagement Issues and Strategies

I ssues Strategies

Managing Information Inter nally

Electronic Record-Keeping I Wait on affordable COTS solutions
I Await more definitive guidance from NARA

I nteracting with the Public

Reducing Information Collection Burden I Convert hard-copy collections to web-based forms

Making Information Accessible to Those with I Observe accessible design guidelines for websites

Disabilities I Depend on COTS solutions

Organizing Web Content from a Customer Perspective I Build subject-based navigation mechanisms at the
ITA level

I Work with other Commerce unitsand TPCC
organizationsto build integrated content-based
navigation systemsfor trade-related information

Protecting Privacy I Post privacy statementson ITA websites
1 Register information collections with OMB
1 Periodically review websites for compliance

Implementing E-FOIA I Post information regarding how to submit FOIA
requests on the ITA website

Implementing GPEA I Continue using web publishing as a primary
information dissemination strategy

1 Consider implementing digital signatureswhere
feasible and necessary to promote increased
customer interaction




Appendix B

IT Invessment Portfolio Financial Summary

(3000)
Fy Fy Fy Fy Fy
Cost Category 2000 2001 2002 2003 2004
Infrastructure | nvestments
Total Network Compatibility (TNC) Program 18718 | 17509 | 17,999 | 18147 | 1839

Subtotal | 18,718 | 17,509 | 17,999 | 18,147 | 18,399

Administrative System | nvestments

Financial Management System 2,795 2,500 2,500 2,500 2,500

M essage Processing System (MPS) 838 750 750 750 750

Subtotal 3,633 3,250 | 3,250 3,250 3,250

Mission System | nvestments

Client Management System (CMYS) 170 172 175 175 175

Trade Policy Information System (TPIS) 571 5% 623 652 652

Subtotal 741 766 798 827 827

IT Architectureand Planning I nvestments

IT Architecture and Planning 281 287 292 298 304

Subtotal 281 287 292 298 304

TOTAL | 23,373 | 21,812 | 22,339 | 22,522 | 22,780

Note: All costs are for operations, maintenance, and minor enhancements. No major
development costs are included, since all systems in the current portfolio arein
operational mode.



